Government eProcurement System Resource Requirement

Resources required by the Bidder and Department Officials

to access the e-Tendering System

Minimum requirements for accessing the Online E-Tendering website:

1. Computer System with Windows XP or higher Operating System with suitable anti virus
in place. The OS should have the latest Service Pack

2. The following are required

Internet Explorer version 7.0 or Mozilla Firefox 3.0

Java Runtime Environment Version 1.6 or above

Legally valid Digital Signature Certificate (DSC) in a Physical e-token
Dedicated broad band Internet Connection with minimum 256 kbps or above.
Printer ( Optional)

UPS

Pre-requisites before logging on to the http://etender.up.nic.in website

1. Ensure you have Administrative privileges in the client that you are planning to use. Date
and time of your local client is set to the current date and time.

2. Internet connection is available. Preferably a good connectivity is advisable.

3. The “Popup blocker” is turned off in the Internet Explorer/Yahoo Toolbar / Google
Toolbar / etc. (if available).

Switching Off Pop up blocker in IE Browser

Step-1
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Enable or disable pop-up blocker.

Fig-1. Popup Blocker Settings
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Step-2
Click on Tools = Internet Options. The following screen will be displayed:

Internet Options

General | Securiky |F'ri\-'ac';.-' “ontent | Conneckions | Programs | Sdwvanced

Select a zone ko wiew or change security settings.
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Fig - 2 - Security Settings
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Government eProcurement System Resource Requirement

4. Ensure you have a valid DSC issued by a Certifying Authority (CA) authorized by the
Controller of Certifying Authorities (CCA).

5. The drivers of the DSC/e-Token should be properly installed from the resource CD.
Installing a driver requires administrative privilege. After the installation of the Device
Driver, to verify whether the DSC token is properly installed, carry out the following
steps:

Click on Tools = Internet Options. The following screen will be displayed:

Internet Options

General | Security Privacyl —onktent |C0nnections Programs || sdwvanced

Zontent Advisor

g\ R.atings help wou conkrol the Inkernet conkent thak can be
wieweed on Ehis compuker .

| Enable. ..

Zertificates

=

[ Clear 551 state ] [ Certificates ] [ Publishers ]

Use certificakes For encrypked connections and identification.

Auto”omplete

= Auto”omplete stores previous entries [ Sekkings ]
% on webpages and suggests makches
For wou,
Feeds
Feeds provide updated conkent From [ Settings ]
=) wizbsites that can be read in Inkernst

Explarer and other programs.

[ L=1.4 ] [ Zancel ]

Fig — 3 DSC Verification Screen
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Fig — 4 Certificates Listing Screen
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In case of FireFox, you may have to configure the applet property to make it work.
This is done as follows:
Invoke the Firefox web browser and in the URL type about:config and press enter.

¥ about:config - Mozilla Firefox

File Edit View History Bookmarks Tools  Help
@ - ‘et | L | about:config 77 - | [Gl- yal

Most visited P Getting Started (5. | Latest Headlines | ] Customize Links || Free Hotmall | ] windows Marketplace | ] windows Media | ] windows

i- This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application, You should only continue if you are sure of what you are doing,

Show this warning next time

Il be careful, I promise!

Done

EN €& - 12:09 PM

Fig — 5 Using Config Option in Firefox Browser

As the firefox configuration s to be modified, On clicking the option, “I ‘Il be careful. I
promise” button, a list of preferences is displayed. The screenshot of the same is shown
below.
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Government eProcurement System Resource Requirement

la Firefox

Fil=  Edit History  Bookmarks Tools  Help

@ - {ar \:C‘] about: config o

5] Most visited 3 Getting Started 5| Latest Headlnes |:] Customize Links \j Free Hotmail |j Windows Markstplace |:] Windows Media |j Windows

Filker: | |

Preference Marme T Status Type Yalug B
accessibility accesskeyvcausesactivation default boalean true [
accessibilicy blockautorefresh default boolean false =
accessibility browsewithcaret default boalean false

accessibility, tabFocus default integer 7

accessibility tabfocus_applies_to_xul default boalean false

accessibilicy bypeaheadfind default boolean false

accessibility typeaheadfind, autostart default boalean true

accessibility, bypeaheadfind. casesensitive defaul: integer 0

accessibility bypesheadfind.nablesound default boalean true

accessibility  bypeaheadfind. enabletimeout default boolean true

accessibility.typeaheadfind.flashBar user set integer o

accessibilicy  typeaheadfind.linksonly default boolean False

accessibility. bypeaheadfind. prefilwithselection default boolean true

accessibility typeaheadfind. soundURL default skring beep

accessibility. bypeaheadfind.startinksonly default boolean False

accessibility  typeaheadfind. timeout: default integer S000

accessibilicy, usebrailledisplay default string

accessibility . usetexttospeech default skring

accessibilicy  warn_on_browsewithcaret default boolean true

advanced.mailftp default boolean False

advanced.system. supportDDEExec defaul: boolean true

alerts. slideIncrement default inkeger 1

alerts.slidelncrement Time default integer 10

alerts totalopenTime default inkeger 4000

app.partner.mozilad? default string mozila0?

app.releaseMotesURL default string hittp: L OCALE % v, mozilla . com e LOC ALE %af % APP % [ % VER SIONY: frels asenates)
app.support.baselRL defaul: string http:ffsuppart. mozilla, comy 1% APP % %Y ER STON s [ 05 % [$L OCALE %/

app.update, auto default boalean true

app.update, channel default string release

app.update . enabled default boalean true B
Dane

Fig — 6 Listing the preference entries in the config Menu.

In the above screen, the required entry shall be filtered by entering “Applet” in the filter input
which is shown below.

la Firefox

Miews Hiskory Bookmarks Tools Help
- far [ [ | sbout:canfia g

Most visited P Getting Started [ Latest Headlines | | Customize Links | Free Hotmail | windows Markstplace | ] windows Media | ] windows

Filter: | applet] | [ showar ]
Preference Mame = | Status Type value =
signed. applets.cadebase_principal_support default boalean False

Done

Fig — 7 Filtering the required entry
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It can be noted that only one entry gets listed after filtering and the Value column (Last
column) indicates that the signed applets code base is false. This has to be set as “True”. On
Double clicking at Signed.applets..... entry, this becomes “True”. Then close and reopen the
brwser which will allow the applets to run. A sample screen shot is shown below:

[~ I[=]3<)

%2 about:config - Mozilla Firefox

File Edit  Yiew History Bookmarks Tools  Help

& - c éay ([ |abour:conno el »

| "] customize Links | ] Free Hotmail | ] Windows Markstplace | ] windows Media | ] wWindows

[5] Most visited 4 Getting Started (511 Latest Headlines

| [ showan ]

=

Done

Fig — 8 Updating the value as “True” for Applet.Codebase entry

THIS COMPLETES THE CONFIGURATION UNDER FIREFOX FOR APPLET CODEBASE.

7. YOU ARE REGISTERED WITH THE WEB SITE HTTP ://ETENDER.UP.NIC.IN USING THE OPTION “CLICK HERE TO
ENROL” AND HAVE A VALID USER NAME AND PASSWORD.

Other Details

1. For renewal of certificate, after expiry, please inform to DSC/e-token vendor to

renew the DSC as applicable.
Kindly keep 7 - 10 days time period margin to get/renew your Digital Signature

Certificate.

For any other clarifications please email to etender.up@nic.in
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